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815. STUDENT AND STAFF ACCEPTABLE USE OF INTERNET

Several Seneca Valley School District (SVSD) pebgilnternet guidelines, and
state and federal laws govern the acceptable usehobl district computers and
accounts. All users must agree to abide by sudbtain and maintain an account.
Seneca Valley provides technology protection messsta block minors and adults
from obtaining or viewing pornographic images oa bhternet. However, such
filtering software does not guarantee eliminatibalbinappropriate sites. This
policy, therefore, is provided to help in undersliag the obligations associated w
the use of an account; it is not, however, anmtleenpassing, exhaustive list of
acceptable practice. All users, including the sti@dad his/her parent/guardian,
must sign a copy of this policy annually. All userast have a signed copy of this
policy on file.

Seneca Valley School District owns, operates, aashtains a private computing
network, including Internet access that is notdablic use. User access is restrict
to authorized faculty, staff, students, and otrssrsiwho have been approved by
appropriate computer system administrators.

These terms are defined in the Children’s InteRretection Act as follows:

1. Obscenity is defined in a reference to Section 1460 of TiBe U.S. Code.

2. Child pornography is defined in a reference to Section 2256 of Tie U.S.
Code.

3. Harmful to minorsis defined in CIPA and means any picture, imagaplgic
image file, or other visual depiction that, witlsjpect to minors:

a. Taken as a whole, appeals to a prurient interestidity, sex or excretion.
b. Depicts, describes, or represents, in a patentinsive way, an actual or

simulated sexual act or sexual contact, actuabhaulated normal or
perverted sexual acts, or a lewd exhibition ofgaritals.
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4. Guidelines

Pol. 218

c. Taken as a whole, lacks serious literary, artigtiditical, or scientific value.

Personal Account Guidelines

A network account is for personal use only. It may be shared with anyone.

Personal accounts are made available to curnedésts, employees, or assisting
consultants to help you learn about computers, orésy and related services. Sug

accounts are not to be used for any activitiesrdtien personal learning. Any form

of commercial work for profit on these accountaa$ permitted.

Remember that the district’s Discipline Code algpli@s to any computer/network
account. Accounts are not to be used for anyttiagwould be inappropriate by o
"community standards" or wasteful of computer dioek resources.

Specific examples: downloading and/or viewing offrpgraphic, illegal, or other
inappropriate material can result not only in lgsyour account, but also other
disciplinary action by the Board of School Direstass a Level 1l Offense or
appropriate law enforcement officials. Game playsdiscouraged and will be

prohibited in some labs or during certain hourgcEbnic mail and news are not t¢

be used to post or relay chain letters or any maoireatening, abusive,
unwelcome or unwanted messages.

Network facilities are not to be used to probeiozumvent security systems and
measures. Wasting network resources is also ptelifiunnecessary or frivolous
traffic, for example).

SENECA VALLEY NETWORK USER POLICY

Exceptions to this policy are restricted compuésiources that have been explicigly
re

identified for public use (such as the Library’smauter Resources). Users who
not faculty, staff, or students must receive apalrdy the Superintendent or his/h¢
designee.

Appropriate Use

h

1

This imposes certain responsibilities and oblmaito users when using the interpal

network system. Users are required to use thenaltsystem in an ethical manner
and in accordance with the guidelines found indis&rict Discipline Code. In
addition, users MUST:

1. Use resources only for authorized purposes.
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Pol. 814

2.

3.

. Use copyrighted material in accordance with cogyrigw and abide by the

5.

6.

Internal network users must NOT:

1.

Protect individual user ID and passwords from unaxited use. (Individual
passwords or IDs may not be shared.) A user naisdecode passwords or
access control information.

Access only data and files that are owned by tlee, @s data and files to which|
the user has been given explicit authorized acéesser must not attempt to
circumvent or subvert system security measuresaboitihg or other unlawful
activities.

provisions of any applicable license agreements. Gder should know what
Intellectual Property, Creative Works, and Dighéllennium Copyright Law
are and how they relate to computer use.

Respect the intellectual property of others.

Any employee using the Seneca Valley name on aiteednsd acting in the
capacity of a Seneca Valley staff member must ¥olloe guidelines of the
district’s written Internet Publishing Policy.

Knowingly engage in any activity that causes hasrayistems or to any
information stored thereon, such as creating opggating viruses, disrupting
services, or damaging files.

Use SVSD systems for political purposes, e.g.,gislactronic mail to circulate
political material.

Use SVSD systems to search, view, download, cagatgculate profanities,
obscenities, pornography, or other materials hartofstudents, etc.

Make or use illegal copies of copyrighted softwanestore or transmit such
copies on SVSD systems.

Use mail or message services to harass, intimidatherwise annoy another
person, e.g., broadcasting unsolicited messagenalirsy unwanted mail after
being told it is unwanted. In addition, students a0t authorized to use e-mail,
chat rooms or other forms of direct electronic camioation without direct
supervision.

Waste computing resources, e.g., intentionallyiptpa program in an endless
loop or by using excessive amounts of paper forting.
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7. Use the internal network system in a manner ndiaiged by SVSD to gain
commercial or personal profit or advantage, ediling lists of names,
addresses, telephone numbers or other informatoergted from system files.,
Seneca Valley does not permit any unauthorizeda$isee, use or disseminatign
of personal information regarding students.

Pol. 218 8. Engage in any other activity that does not compiy whe Discipline Policy or
with the acceptable community standards, e.g.S¥®D resources to view,
store, or transfer pornography, etc.

Monitoring

The Seneca Valley School District reserves thiat tig monitor all network
communications.

Enforcement

SVSD considers any violation of Appropriate Usdéoa Level Il Offense. The
district reserves the right to copy and/or exanaing files or information that resides
on any of the computers or computer systems ondigtroperty that is related to
inappropriate use. Violators are subject to disegyly actions as prescribed by
district policy and may also be prosecuted undetiegible local, state, or federal
civil or criminal law.
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